Samandarkhuja
Abdullayev

IT Specialist & Cybersecurity Instructor

CONTACT

Samandarkujaabdullayev@gmail.com
+998 99 914 85 66
Tashkent, Uzbekistan

inzero.uz
SKILLS

Web Dev
HTML/CSS/IS Responsive Landing Pages
E-commerce Telegram Bot

Server & Hosting
VPS (4+) Nginx SSL/HTTPS

cPanel

OS & Virtualization
Linux (Kali/Ubuntu) Windows Server
Proxmox Docker

Security
Nmap Metasploit Burp Suite

Wireshark AD Attacks Pentesting

Scripting & Tools

Bash Python PowerShell

SQL

SEO
On-page SEO Technical SEO

Google Search Console

LANGUAGES
Uzbek
R

Russian

English

S

CERTIFICATIONS

HPTC Red-1 - Mar 2026

Adv. Penetration Testing — Haad TC

Red-0 - Sep 2025
Pentesting Fundamentals — Haad TC

Ethical Hacker - Jun 2025
Cisco Networking Academy

Intro to Cybersecurity - Dec 2025
Cisco — Score 78

OSCP — In Progress
OffSec - Top-25 Gauntlet

HackTheBox Academy
CPTS, CJCA, CWES, CDSA, CAPE

EDUCATION
Computer Engineering - 2020-2022

Tashkent Turin Polytechnic Univ.

Specialized Secondary - 2018-2020
Academic Lyceum at TTPU

Secondary Education - 2009-2018
AFIDUM School

PROFILE

Multi-disciplinary IT specialist combining web development, system administration, cybersecurity, and
technical education. Built 80+ websites, managing 4+ VPS servers, delivering hands-on IT instruction at
Proweb and Haad Training Centers. Advancing in offensive security — Top-25 OffSec Gauntlet, OSCP in
progress, HackTheBox Pro Labs (Active Directory).

EXPERIENCE

Networking & Sys. Admin Instructor 2026 - Present
ProWeb Training Center - Tashkent

« Teaching Networking & System Administration; TCP/IP, DNS, DHCP, VPN, Linux

« Developing practical curriculum and hands-on lab exercises for students

Cybersecurity Mentor & Instructor Aug 2025 - Jan 2026 - 5 mo
Haad Training Center - Tashkent

» Mentored students; taught pentesting fundamentals, CTF methodology, ethical hacking

« Created practical learning materials and CTF challenges for students

Cybersecurity Student Mar 2025 - Jan 2026
Haad Training Center - Tashkent

» Completed Red-0 & Red-1 Penetration Testing (HPTC certified)

« Created 60+ CTF challenges (35+ Windows, 25+ Linux) for 27 students

 Top-25 OffSec Gauntlet; HackTheBox Pro Labs: Mythical & Puppet (AD attacks)

* Currently preparing for OSCP (Offensive Security Certified Professional)

Freelance Web Developer & Server Admin 2023 - Present
Independent - Tashkent

« Built 80+ websites: landing pages, e-commerce, catalog sites

* Managing 4+ VPS servers (Nginx, SSL/HTTPS, DNS); developed remar.uz with full SEO

« Integrated Telegram bots for order processing and client notifications

Office Manager /| Metrologist | Director's Asst. Sep 2022 - May 2025
"Lyuks Faol Servis" LLC - Tashkent

» Managed office operations; calibrated measuring instruments as specialist metrologist

» Optimized document management and reporting systems using Excel

Robotics Engineer & Instructor 2020 - 2022
"Robot Machines" (Min. Innovation /| TTPU / Singapore MDI) - Tashkent

« Collaborated on projects with Ministry of Innovation, TTPU, and Singapore MDI

« Taught robotics fundamentals; developed and documented engineering projects

KEY PROJECTS

remar.uz — Catalog Website
Full-featured catalog: frontend dev, VPS hosting setup, domain config, complete SEO via Google Search Console
(keyword research, technical SEO).

HTMLI/CSSIIS Nginx VPS SEO Google Search Console

CTF Challenge Development — 60+ Challenges
Designed 60+ CTF challenges: Windows (NTFS permissions, registry, services) and Linux (file permissions, bash
scripting). Isolated environment for 27 students. Top-25 OffSec Gauntlet.

Linux Windows Active Directory Bash Security

Warehouse Management System (Excel)
96+ formula inventory system: daily income/expense tracking for 15 product types, 5-client management,
automated balance reports.

Excel Automation Reporting
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